PCX 



WORLD INTELLECTUAL PROPERTY ORGANIZATION 
Internationa] Bureau 




INTERNATTONAL APPUCATIQN PUBUSHED UNDER THE PATENT COOPERATION TREATY (PCI) 



(51) International Patent Classification ^ : 
G08C 17/02, 19/16, 23/04 



Al 



(11) International Publication Number: WO 96/36953 

(43) International Publication Date: 21 November 1996 (21.11.96) 



(21) International Application Number: PCr/SG96/00003 

(22) International Filing Date: 16 May 1996 (16.05.96) 



(30) Priority Data: 
95 00457-8 



17 May 1995 (17.05.95) 



SG 



(71) Applicant (for all designated States except US): P-SERV 
TECJINOLOGIES PTE LTD. [SG/SG]; 83 Science Park 
Drive, #02-02A The Curie. Singapore 118258 (SG). 

(72) Inventors; and . 

(75) Inventors/Applicants (for US only): NG, Sing, King. Paul 
[SG/SG]; 306A Uvender Street, Singapore 338813 (SG). 
TAN, kolc, Wei [SG/SG]; 7A Sing Joo Wallc, Singapore 
217189 (SG). YIN. Yuen. Chen, Dennis [SG/SG]; Blk 266 
#07-226. Bukit Batbk East Avenue 4, Singapore 650266 
(SG). 

(74) Agent: TAN LIM & WONG; Hong Leong Building. 16 Raffles 
Quay #27-01. Singapore 048581 (SG). 



(81) Designated States: AL, AM, AT, AU. AZ, BB. BG. BR BY 
CA. CH, CN, DE. DK. EE. ES, FI, GB, GE. HU. IS. 
JP. KE. KG. KP. KR. KZ, LK. LR. LS. LT. LU. LV, MD, 
MG, MK, MN, MW. MX, NO. NZ. PL. PT. RO, RU, SD 
SE. SI, SK, TJ, TM. TR, TT. UA. UG. US. UZ, VN. ARIPO 
patent (KE. LS; MW. SD. SZ. UG), Eurasian patent (AM, 
AZ, BY. KG. KZ. MD. RU, TJ, TM). European patent (AT* 
BE, CH, DE, DK. ES. FI. FR. GB. GR, IE, IT. LU, MC, 
NL. PT. SE), OAPI patent (BF, BJ. CF. CG, CI. CM. GA 
GN. ML. MR, NE, SN, TD, TC). 



Published 

With international search report. 



(54) Title: WIRELESS AND SECURE CONTROL OF ELECTRICAL EQUIPMENT 
(57) Abstract 



A wireless automation system is disclosed 
including apparatus and method for transfering 
data between a plurality of electrical equipment 
or appliances (servers). In the prcfeired embod- 
iment, multiple servers including those having 
remote infra-red control mainains wireless com- 
munication links with at least one control sta- 
tion for data transmission and reception. These 
servers in turn arc either electrically or optically 
coupled to electrical equipment or appliances. 
Data frames having unique device identification 
are encoded using fiicquency-shlft keying tech- 
nique before they arc send to radio frequency 
transceiver for modulation into FM signals. The 
control station has a central processor which 
converts the digital data from the transceiver 
into square pulses of their respective fttquency 
before transmitting it to the RF transceiver of 
the servers. It follows that the present inven- 
tion transmits and receives data frames between 
a control station and multiple servers securely 
by using the same radio frequency without af- 
fecting the reliability of the system. 
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WIRELESS AND SECURE CONTROL OF ELECTRICAL EQUIPMENT 

FIELD OF THE INVENTION 

The present invention relates to electrical appliances. In particular, it pertains 
to a system for controlling securely and wirelessly electrical equipment. 

BACKGROUND OF THE INVENTION 

Traditionally electrical equipment and appliances - whether they be in an 
office or home environment - function as stand-alone devices. The advent of 
digital technology encourages value-added manufacturers to integrate these 
previously stand-alone devices such that they work as intelligent systems to 
make our lives easier and more comfortable. For instance, U.S. Patent No. 
5,086,385 discloses an expandable home automation system * which 
incorporates a central processor for controlling multiple and different types of " 
appliances within the home by means of a data bus. It follows that the 
homeowner can remotely turn on or off a variety of equipment or appliances 
such as lighting systems and/or security systems which are connected 
physically to multiple add-on cards on the same data bus as the central 
processor. Inputs to a computer system such as keyboards, touch screens 
and/or telephones can control the expandable home automation system. 

Although the first generation home automation systems are affordable, 
connecting the various electrical equipment and appliances to the data bus is 
cumbersome and time consuming. Having telephone as an input to the home 
automation system meant that person not authorized to access the system 
may do so without permission. 
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U.S. Patent No. 5,022,067 teaches a telephonef security system which a long 
distance carrier access switch to prevent unauthorized access to the 
telephone input by causing the switch control system to request a telephone 
identification serial number from the caller. If the serial number is incorrect, 
the system incorporating U.S. Patent No. 5,022,067 denies access to the 
system. Moreover, the invention uses a coded query/response dialogue 
between the telephone and the switch control system for added security. 

More recently, X-10, Inc. introduces a wireless home security system 
consisting of a control console and multiple sensors. The sensors are part of a 
home security system such as siren, motion detectors and window/door 
sensors. These sensors send radio frequency signals to the control console 
which in turn sends digital signals over existing house wiring to activate the 
siren and flash lights. As the X-10 wireless home security system is an 
improvement over the hardwired home autorhation systems because no extra 
wiring is needed. The user installs the control console by merely plugging it 
into existing house wiring. Furthermore, operation is. simple because the user 
does not have to assign access codes to the remote sensors nor memorize 
any complicated codes. 

Although home security systems such as the X-10 wireless home security 
system are hassle-free when it comes to installation, they are not as reliable 
as the hardwired home automation system. 

As will be described, the present invention provides a new automation system 
for wireless communication and resource sharing anfiong multiple and a 
variety of electrical equipment and appliances; ; The present invention 
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provides an economical, reliable and secure automation system heretofore 
unknown in the prior art. 
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OBJECT OF THE INVENTION 

It Is an object of the present Invention to describe a system for controlling 
multiple and different types of electrical equipment and appliances wirelessly, 

5 It is another object of the present invention to provide a system for contrbiling 
multiple and different types of electrical equipment and appliances wireless 
and securely by using the same radio frequency. 

It is a further object of the present invention to provide a system for controlling 
10 multiple and different types of electrical equipment and appliances wirelessly 
and securely in response to receiving instructions over medium such as cable, 
fiber optics or radio channel and the like. 

SUMMARY OF THE INVENTION 

15 A wireless automation system is disclosed including apparatus and methods 
for transferring data between a plurality of electrical equipment or appliances 
(servers), in the preferred embodiment, multiple servers including those 
having remote infra-red control maintainis wireless communication links with at 
least one control station for data transmission and reception. These servers in 

20 turn are either electrically or optically coupled to electrical equipment or 
appliances. Data frames having unique device identification are encoded 
using frequency-shift keying technique before they are send to radio 
frequency transceiver for modulation into FM signals. The control station has 
a central processor which converts the digital data from the transceiver into 

25 square pulses of their respective frequency before transmitting it to the RF 
transceiver of the servers. It follows that the present invention transmits and 
receives data frames between a control station and multiple servers securely 
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by using the same radio frequency without effecting the reliability of the 
system. 

With respect to the wireless control of the server having remote infra-red 
control, the present invention features a learning mode under which the server 
maps predetermined data fomiats of the instructions for controlling infra-red 
control devices in response to detecting either pulse width modulation or 
pulse distance modulation signals and compresses the same. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates the overall architecture of the present invention where a 
control station controls via radio frequency a plurality of servers. 

FIG. 2 is a schematic diagram of the control station of the present invention. 

FIG. 3 is a schematic diagram of the AC server of the present invention. 

10 FIG. 4 Is a schematic diagram of the Infra-red (IR) server of the present 
invention. 

FIG. 5 is a schematic diagram of the Wall Mount (WM) server of the present 
invention. 

15 ; 

FIG. 6A is a logical structure of the data fonnat transmitted by the control 
station of the present invention. 

FIG. 6B shows a timing diagram of the encoding scheme employed in the 
20 preferred embodiment of the present invention. 
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DESCRIPTION OF THE EMBODIMENT OF THE INVENTION 

A system for wireless and secure control of electrical equipment and 
appliances is disclosed. In the following description for purposes of 
explanation, specific numbers, bytes, registers, addresses, times, signals, and 
data formats, etc. are set forth in order to provide a thorough understanding of 
the present invention. However, It will be apparent to one skilled in the art that 
the present invention may be practiced without these specific details. In other 
instances, well known circuits and devices are shown in block diagram form in 
order not to obscure the present invention unnecessarily. 

FIG. 1 illustrates a wireless control system 10 adapted to utilize the teachings 
of the present invention. The present invention includes at least one control 
station 20 and at least one server. In the preferred embodiment of the present . 
invention, the control station 20 maintains communication links with a plurality 
of control subsystems identified by the numerals 30 through 60 respectively. 
For the purposes of this Specification, all control subsystems which maintain 
communications links with the control station 20 are collectively referred to as 
"servers". The details of how each of the servers interfaces with the control 
station and vice versa shall be elaborated further below. Not shown in FIG. 1 
but should be understood by one skilled in the art, the control station 20 is 
linked externally by either a cable such that users of the wireless control 
system 10 may access the system remotely. The cable may comprise any 
shared media, such as coaxial cable, fiber optics, radio channel, telephone 
line and the like. Similarly, electrical equipment and/or appliances which are 
coupled to servers are not shown explicitly in order not to obscure the 
presentation of the present invention. It should be understood by one skilled 
in the art that the server 30 Is coupled to the power source which provide 
power to the electrical equipment and/or appliances of system 10. By the 
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same token, server 40 is optically coupled but not shown graphically to 
equipment and appliances which come with remote infra-red (IR) controllers. 
: Last but not least/ the servers 50 - 60 is connected to lighting equipment or 
similar fixtures for controlling the level of brightness of such apparatus. As the 
5 servers 50 - 60 are usually w^ll mounted (WM) but not necessarily so, they are 
identified as WM servers. 

As will be described, the present invention provides a system for controlling at 
least one control station 20 and a plurality of servers 30 - 60 wirelessly and 

10 securely, utilizing a new data format for the same radio frequency. The 
present invention's architecture and protocol minimizes interference of control 
stations even if they are in close proximity to each other. In an age where 
radio frequency is becoming a scarce resource, the present invention provide 
an economical and simple method for controlling electrical equipment and 

15 appliances intelligently without comprising the need for data security. In the 
current embodiment, the present invention operates 50 - 100. MHz at 100 
Milliwatts output and complies with Telecommunications Authority of 
Singapore (TAiS) Specification 12! 

20 FIG. 2 is a schematic diagram of the control station 20 of the present invention. 
The control station 20 comprises a communication interface 70, a messaging 
device 80, a display device 85, and input device 95, a central processor 1 00, a 
transceiver 105 and an antenna 110. The communication interface 70 
comprises circuitry, logic and software, known in the art for sensing cable (not 

25 shown) and receiving signals from users as well as sending signals to users. 
For purposes of clarity, the specific circuits, programming routines, and other 
logic comprising communication interface 70 will not be disclosed in the 
Specifications, as means for accomplishing its function as defined in this 
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patent are known in the art. As mentioned above, the cable coupled to the 
communication interface 70 may comprise any shared media, such as coaxial 
cable, fiber optics, radio channel, telephone line and the like. 

Referring again to FIG. 2, the communication interface 70 is coupled to the 
message device 80 for transmitting thereto signals from the cable. In the 
preferred embodiment of the present invention, the message device 80 is a 
telephone answering machine which among other functions stores incoming 
messages with time stamp, plays pre-programmed synthesized message, and 
decodes the DTMF signal from the user's telephone set. The output of the 
message device 80 is but one of two sources of input to the processor 100: the 
other is tlie input device 95. The processor 100 controls the overall operation 
of the control system 10. The processor 100 generates commands which are 
sent to the servers 30 - 60, configures the sen/ers by giving each one of them 
a unique identity codes and name, and to test the integrity of the 
communication links between the control station 20 and the servers 30 - 60. 
The output of the processor 100 is coupled to the input of the transceiver 105 
for transmitting instruction and data to the servers 30 - 60 (not shown) over the 
antenna 110. In the preferred embodiment of the present invention, the 
processor 100 is a microcontroller TMP87CC20 from Toshiba Corporation. 

FIG. 3 is a schematic diagram of the AC server of the present invention. The 
server 30 comprises a transceiver 120^ an antenna 125, a processor 130, a 
display device 133, a switch 135, and a power control 140. The transceiver 
120 receives RF signals from the transceiver 105 of the control station. 20 over 
the antenna 125 and converts them to digital signals. The output of the 
transceiver 120 is provided as input to the processor 130 for turning on or off 
the power source (not shown in FIG. 3). The display device provides the user 
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with useful information about the status of the server 30 such as power on, 
communication link testing mode and others. The switch 135 is coupled to the 
processor 130 for pemiitting the user to tiim on or off the appliance manually. 
The output oif the processor 130 is provided as input to the power control 140 
5 for controlling the supply of power to eliectrical equipment and/or appliances in 
the system 10. In the preferred embodiment of the present invention, the 
processor 130 is a microcontroller TMP47C202 from Toshiba Corporation. 

FIG. 4 Is a schematic diagram of the Infra-red (IR) server of the present 

10 invention. The server 40 comprises a transceiver 150, an antenna 155, a 
processor 160, a display device 163, an input device 165, a infra-red (IR) 
sensor 170 and a IR transmitter 180. The transceiver 150 receives RF signals 
from the transceiver 105 of the control station 20 over the antenna 155 and 
converts them to digital signals. The output of the transceiver 150 is provided 

15 as input to the proceissor 160 for regenerating IR signals when instructed by 
the control station 20. The display device indicates to the user when the 
operation status of server 40 such as, teaming mode, transmission mode, etc. 
As will be described further below, the processor 160 learns, processes, 
compresses and stores the IR signals from the IR sensor 170. The Input. 

20 device 165 is coupled to the processor 160 for receiving from IR sensors IR 
signals, and recording pre-defined programmable function keys which 
correspond with the IR signals from the reniote IR controller. The output of the 
processor 160 is provided as input to the IR transmirter 180 for activating and 
deactivating electrical equipment and/or appliances in the system 10. 

25 Although not shown physically in FIG. 4, there is a toggle for permitting the 
. user to use the IR sender reomtely. In the preferred embodiment of the present 
invention, the processor 160 is a microcontroller TMP47C422 from Toshiba 
Corporation. . 
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FIG. 5 is a schematic diagram of the Wall Mount (WM) server of the present 
invention. The server 50 comprises a transceiver 190, an antenna 195, a 
processor 200, a display LED 203, an input device 205, and a power control 
5 210. The transceiver 190 receives RF signals from the transceiver 105 of the 
control station 20 over the antenna 125 and converts them to digital signals. 
The output of the transceiver 190 is provided as input to the processor 200 for 
turning on or off the power source (not shown in FIG. 5). The display device 
provides the user with useful infonmation about the status of the server 50 such 
10 as power on, communication link testing mode and others. The input device 
. 205 is coupled to the processor 200 for permitting the user to turn on or off the 
appliance manually. The output of the processor 200 is provided as input to 
the power control 210 for controlling the level of power or brightness to 
electrical equipment and/or appliances in the systerh 10. 

15 

FIG. .6A is a logical structure of the data package transmitted . by the control 
station of the present invention. The structure of the data packge is one of the 
novelty features of the present invention as it permits the secure and wireless 
transmission of instruction and data to control electrical equipment and/or 

20 appliances without using different radio frequency. More importantly, the 
structure and contents of the data package minimizes false activation of 
wireless control system. As such, the integrity of such systems is enchahced. 
Referring to FIG. 6A, the present invention utilizies a basic unit of data 
transmission known as a "package" 220. Package 220 includes a preamble 

25 230, a SYN 240, a Server ID 250. an opcode 260, an operand 270 and a 
checksum 280. The functions and purposes of each of these fields as they 
relate to the communication between the control station 20 and the servers 30 
- 60 are summarized as follows: 
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Preamble Wakes up the Servers 

SYN Indicates the stairt of Data 

Server ID Identifies the Sender and Receiver 

Opcode Instructs Server what to do 

5 Operand Provides all parameters to execute 

instructions in control field 

Checksum Detects error under CRC1 6 checksum 

Referring again to FIG. 6A, each transmission between the control station 20 

and any of the servers 30 - 60 starts with the preamble 230 of each data 

10 package 220; The preamble 230 allows the servers 30 - 60 to synchronize 
with the control station 20. At the same time, the preamble 230 informs the 
servers that data is arriving. In the preferred embodiment of the present 
invention, the preamble comprises 24 frames of 9-bit data each. The first eight 
most significant bits is the exclusive OR product of Device ID with the 8 least 

15 significant bits of the Master ID, The Server ID field specifies Master ID and 
Device ID. The least significant bit of the preamble is the preamble gap. It 
consists of two square pulses of frequency 625 Hz. The purpose of the 
preamble gap is to provide word synchronization. The servers reads in data 
after they detect such as frequency consecutively. The preamble 230 

20 conserves the servers* energy since the latter wakes up only when required. It 
follows that if the appropriate preamble is not received,, the servers can be 
placed in a sleep mode. 

The SYN field 240 indicates the start of the data stream. It comprises 8 bits. 
25 For actual data with the same pattern as the SYN field, it will be stuffed with 
another bit of Logic 1 by bit stuffing rt^eans known in the art. 

The Server ID field speicifies Master ID and Device ID, which collectively are 
known as Server ID. The Server ID comprises 32 bits: the first 24 bits is the 

SUBSTITUTE SHEET (RULE 26)/ 



wo 96/36953 13 PCT/SG96/00003 

Master ID and the next 5 bits the Device ID. The IVIaster ID identifies the 
Master which sends the data. Each Master is given an unique Master ID 
during factory production. The Master Unit uses the Device ID to inform the 
Servers who is the receipient of data from it. The user configures each server 
5 with a device ID. It should be understood that servers can have the same 
Device ID, which means that servers with such ID will be activated with the 
same instructions. 



Again In FIG. 6A, Opcode 260 specifies the following operation code: 



OPCODE 


OPERATION 


DESCRIPTION 


$0 


Test 


To test the communication link of the Slave Unit 


$1 


Configure Server 


To configure Server 


$2 


OFF Instruction 


To tum OFF Device 


$3 


ON instruction 


To tum ON Device 



The Opcode 260 comprises 5 bits - 4 bits fpr the operatiori bits and 1 bit for 
TYPE. TYPE specifies whether this data is for execution or checking. A value 
of zero indicates that this data is being sent for the first time and is to be 
executed immediately. A value of one indicates that data previously sent and 
is for checking only. However, If the Server did not receive the previous data, 
the instruction is executed. 

The Operand field 270 in FIG. 6A contains the necessary information for the 
Server to operate as desired. The contents of the Operand field 270 varies 
with the type of Opcode and Sender. Refening to the previous table above, the 
Operand field is omitted if Opcode is either zero or one. In other words, 
should the operation calls for the Master Unit to test the communication link 
with the Slave Unit, or the Master Unit to configure the Server, the Operand 



SUBSTITUTE SHEET (RULE 26) 



wo 96/36953 



14 



PCT/SG96/00003 



field shall have no value. Again in the Opcode table above^ only IR s rver 40 
receives the following operand when the Opcode is 2 - i.e., OFF instruction: . 

3 ■ • 0 

SPKEY 
4 bits 

The Operand field 270 also varies when the Opcode is to turn ON Device. 
The contents of the Operand field depends on the target Server. For AC 
Server 30. this field consists of Duration only. For IR Sen/er. the Operand field 
comprises the Duration, and five keys and the OFF key. Each key is a 4-bit 
field with which the user can activate the IR Server. In the preferred 
embodiment of the present invention, a maximum of five keys are given. 
Finally, for WM Server, the Brightness Level is included in this field in addition 
to the Duration. Duration is a subfield which specifies the duration to execute 
the ON command. If Duration lapses, the device will be turned OFF. 

Checksum field 280 is 16 bit wide and contains the results of cyclic 
redundancy check CRC-16, where CRC-16 = X^S + xIS +x2 + 1. The bit 
patter is 1 1000 000 000 0101. 

The data package 220 in FIG. 6A is encoded and transmitted over radio 
frequency using a technique known as Frequency-Shift Keying (FSK). All 
digital data will be encoded into their respective pre-defined frequency before 
sending them to the transceiver for modulation into FM signals. The digital 
data are converted into square pulses of their respective frequency by the 
processor 100 of the Master Unit before sending them to the RF transceiver. 
The Servers receive the FSK square pulses from the RF transceiver and 
decode into their respective logic data. 



SUBSTITUTE SHEET (RULE 26). 



wo 96/36953 



15 



PCT/SG96/00003 



FIG. 6B shows a timing diagram of the encoding scheme employed in the 
preferred embodiment of the present invention where the logic High and Low 
of the FSK scheme is shown. Besides the High and Low, there is another 
frequency to represent the Preamble Gap which was mentioned in connection 
5 with the Preamble 230 of the data package 220. The three frequencies 
adopted 3.125Khz. to represent Logic High, 1.25KHz, for Logic Low, and the 
last frequency 625Hz. for identifying the Preamble Gap: The transmission 
baud rate is 312.5bps. 

10 In FIGS. 1 and 4 the IR Server 40 controls electrical equipment or appliance 
with infra-red (IR) remote controls. Users normally activate appliance with IR 
remote controls with a remote IR controller. Each buttom on the IR remote 
contfoiler corresponds to different command. When such a button is pressed, 
the command corresponding to that button is generated as infra-red signals is 

15 transmitted to a sensor on the appliance. The IR sensor 40 has a plurality of 
programmable keys and a infra-red sensor. By pressing a key until the LED 
lights up, the IR Server is put into a learning mode. The user should point the 
original remote IR remote controller at the IR sensor 170 of the IR Server 40 in 
FIG. 4. When a button of the remote IR controller is pressed, the IR Server 40 

20 learns the command associated with that button. The IR signals is analyzed, 
compressed and stored by the IR Server 40. In the preferred embodiment of 
the present invention, a typical IR Server for controlling a Videocassette 
Recorder (VCR) has the following keys corresponding to commands: 

25 



KEY on IR Server 


COMMANDS STORED 


1 


REWIND 


2 


STOP 
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3 


CHANNELS 


4 


CHANNEL 10 


5 


CHANNEL 5 


6 


CHANNEL 12 


7 


TV3 . 


8 


CHANNELS 


9 


PLAY 


0 


RECORD 


ON 


TURN ON VCR 


OFF 


TURN OFF VCR 



For instance, the user wishes to record a television program on Channel 12. 
The Control Station 20 sends commands to the |R Server to execute keys 
"ON". "6" and "0". The commands are sent through radio frequency. When 
the IR Server 40 receives the commands from the Control Station 20, the IR 
5 Server regenerates and transmit the corresponding IR signals which it had 
earlier compressed and stored in the memory of IR Sierver. In the embodiment 
of the present invention, the memory is a EEPROM. 

In the learning mode of the IR Server 40, the IR Server responds to two basic 
10 infra-red signals protocols: (1) Pulse Distance Modulation (RDM) and (2) 

Pulse Width Modulation (PWD). In PDM, a carrier is transmitted at constant. 

periods within the data frames while the period between the transmission of 

adjacent pulses are modulated.. In PWM, the period between carrier 

transmission remain constant while the period wherein the carrier is actually 
15 transmitted is modulated. When the IR Server 40 detects either protocol, the 

system 10 sets a flag for controlling the appropriate compression scheme to 

use. 
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The same compression scheme is used for PDM and PWM because the 
formats are consistent in how data are presented to a device. The difference 
lies in the location of the significant bits. Depending on which of the two 
protocols is used, the significant bit is found on either the even or odd bits on 
5 the nibbles of data stored in the allocated working RAM space. The 
compression ratio is 2:1. Thereafter, compressed data is stored in the 
EEPROM, 

While the present invention has been described particularly with reference to 
10 FIGS. 1 to 6 with emphasis on a system controlling securely and wirelessly 
electrical equipment, it should be understood that the figures are for illustration 
only and should not be taken a limitation on the invention. In addition, it is 
clear that the method and apparatus of the present invention has utility in 
many applications where wireless control of equipment is required. It is 
15 contemplated that many changes and modifications may be made by one of 
ordinary skill in the art without departing from the spirit and the scope of the 
invention as described. 
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CLAIMS 



1 1. A system , for controlling at least one electrical equipment 

. 2 vvirelessly and securely, said system comprising: 

3 a control station having at least a first communication link with a 

4 remote user for receiving instructions therefrom, said control station 

5 transmitting data in response to receiving instructions from said remote user; 

6 and 

7- at least one server having a second communication link with said 

8 control station for receiving data therefrom, said server being coupled to said 

9 electrical equipment over a third communication link for activating or 

10 deactivating said electrical equipment, 

11 . whereby said user controls said server wirelessly and securely 

12 without compromising the security of said system. 

1 2. The system according to claim 1 wherein said first 

2 communication link is telephonic. 

1 3. The system according to claim .1 wherein said first 

2 communication link is celluar. 

1 . 4. The system according to claim 1 wherein said control station 

2 comprises at least a microprocessor and at least one transmitter. 

1 5. The system according to claim 1 wherein said data comprise a 

2 format for identifying said control station, said server, and said equipment 

3 uniquely. 

1 6. The system according to claim 5 wherein said format further 

2 comprises contiguous fields for controlling said server without using more than 

3 one frequency. 
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1 7. . The system according to claim 5 wherein said format further 

2 comprises contiguous fields for verifying the integrity of said second 

3 communication link. 

1 8. The system according to claim 1 wherein said second 

2 communication link is wireless. 

1 9. The system according to claim 7 wherein said second 

2 communication link comprises radio frequency. 

1 10, The system according to claim 1 wherein said server comprising 

2 at least one receiver, and at least one microprocessor. 

1 11. The system according to claim 1. wherein said third 

2 communication link is infra-red. 

1 12. The system according to claim 1 wherein said third 

2 communication link is hard-wired. 

1 13. A system for controlling at least one electrical equipment 

2 wirelessly and securely, said system comprising: 

3 a control station having at least a first communication link with a 



4 remote user for receiving instructions therefrom, said control station 

5 generating data in response to receiving instructions from said remote user, 

6 said control station further comprising at least one microprocessor, at least 

7 one receiver for receiving said data, and at least one transmitter for 

8 transmitting said data; and 

9 at least one server having a second communication link with said 

10 control station for receiving data therefrom, said server furthier comprising at 

11 least one receiver and at least one microprocessor for mapping said data from 

12 said control station into signals recognizable by said electrical equipment, 

13 said server being coupled to said electrical equipment over a third 

14 communication link for activating or deactivating said electrical equipment. 
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X5 whereby said user controls said server wirelessly and securely 

16 without compromising the security of said system. 

1 14. The system according to claim 13 wherein said first 

2 communication link is telephonic. 

1 15. The system according to claim 13 wherein said first 

2 communication link is celluar. 

1 16. The system according to claim 13 wherein said data comprise a 

2 format for identifying said control station, said server, and said equipment 

3 uniquely. 

1 . 17. The system according to claim 16 wherein said format further 

2 comprises contiguous fields for controlling said server and minimizing false 

3 activation and deactivation of said system. 

1 18. The system according to claim 1 6 wherein said format further 

2 comprises contiguous fields for verifying the integrity of said second 

3 communication link. 

1 19. The system according to claim 13 wherein, said second 

2 communication link is wireless. 

1 20. The system according to claim 13 wherein said second 

2 communication link comprises radio frequency. 

1 .21 The system according to claim 13 wherein said third 

2 communication link is infra-red. 

1 22. The system according to claim 13 wherein said third 

2 communication link is hard-wired. 
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